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While traditional fi rewalls are not SIP-capable and, therefore, block SIP 
traffi c – including mission-critical applications like VoIP – the SIParator 
resolves this problem, and enables SIP-based communication to traverse the 
fi rewall, while working in tandem with your current security solutions.

Ingate SIParators solve the Network Address Translation (NAT) traversal 
issues inherent in SIP communications, and offer both far- and near-
end NAT traversal to extend the SIP capabilities within the corporate 
network to remote workers.  With Ingate products, enterprises can use 
VoIP and other live communications on the LAN and globally over the 
Internet or private IP networks.

The Ingate SIParator 90 has eight interfaces, two of  which are mini Gbic 
that can be used fi ber optic interfaces for greater fl exibility. The SIParator 
90 is capable of  handling 1200 concurrent VoIP calls (e.g. RTP-sessions), a 
critical capability for large enterprises.

All Ingate SIParators are fully featured, supporting stateful inspection 
and packet fi ltering with rules defi ned and maintained by the network 
security administrator utilizing the GUI. 

The Ingate SIParator’s SIP proxy architecture grants fully secure traversal 
of  the SIP traffi c. The ports for the media streams are only opened 
between the specifi c parties of  a call and only for the duration of  the 
call.  The SIP proxy inspects the SIP packets before sending them on. 
TLS and SRTP encryption of  traffi c (both signaling and media) secure 
privacy when communicating, making call eavesdropping, call hijacking 
and call spoofi ng harder to do. Ingate also supports authentication of  
users and servers.

Ingate offers several add-on software modules that allow you to tailor 
the SIParators to meet the specifi c demands of  your business.  Ingate 
Quality of  Service (QoS) sets priorities to different kinds of  data and 
allocates bandwidth for varied purposes – for instance, giving priority 
to VoIP. 

Ingate Remote SIP Connectivity extends the SIP capabilities of  the 
enterprise to employees working remotely (home offi ce workers, road 
warriors, etc.). Remote SIP Connectivity manages the traversal of  the 
remote NAT from a central fi rewall and also includes a STUN server. 

Ingate VoIP Survival adds a whole new dimension to hosted VoIP service 
by securing full redundancy in a SIP-based hosted IP-PBX environment 
all the way out to the customer premises. It  serves as a  backup to enhance 
the reliability and availability of  a VoIP application platform.

Ingate Advanced SIP Routing provides the ability to fully control and 
route SIP traffi c in an advanced and fl exible manner. The module can 
handle least cost routing, enabling enterprises to make global calls for 
local fees. 

Ingate SIP Trunking module allows enterprises to connect their 
IP-PBXs to a service providers SIP Trunk.

More and more Internet Service Providers offer a SIP trunk - a combined 
Internet and voice connection. For enterprises with an IP-PBX this is 
an deal cost-saving solution as they no longer need local PSTN gateways 
or costly PRIs/BRIs. However, the SIP traffi c, as all other data traffi c, 
needs to traverse the enterprise fi rewall. Ingate SIParator 90 handles the 
fi rewall and NAT traversal using the built-in SIP proxy.

The SIParator 90 opens up a world of  possibilities and cost savings 
when used with a SIP based IP-PBX.  Businesses can route telephone 
calls via IP, not only between branch offi ces and home workers, but also 
to offi ces and other users using SIP-based Internet telephony. No longer 
limited to telephony voice, communication can also include video, instant 
messaging, presence and more.

In addition, the SIParator 90 makes it possible for home workers, road 
warriors and even branch offi ces to belong the same central IP-PBX -- 
with the highest level of  security.  The 90 also affords the possibility to set 
up a private VoIP network, if  preferred.  Advanced IP-PBX functions 
are supported, including such as call transfer, call hold, and voicemail.

Adding value to Microsoft Live Communications Server (LCS) 2005, 
Ingate SIParators allow voice and video applications to work outside the 
LAN.  In addition, Ingate makes LCS available to mobile users through 
Remote SIP Connectivity. The SIParator also has upport for Microsoft 
encrypted media/Microsoft RTP (Realtime Transport Protocol). 

The Ingate SIParator 90 has no data user restrictions.  Software upgrades 
are free for the fi rst year.  Thereafter, an annual licensing fee will apply.  
New software versions can be downloaded quickly and easily online 
from the Ingate website.

For more information, visit us at www. ingate.com or write to info@ingate.
com.

The Ingate SIParator® 90 is a powerful tool that offers large enterprises a controlled and secured 
migration to VoIP (Voice over IP) and other live communications, based on Session Initiation Protocol 
(SIP).  With the SIParator, even the largest of  businesses, with branch offi ces around the world and 
remote workers, can easily harness the productivity and cost-saving benefi ts of  VoIP and other IP-based 
communications while maintaining current investments in security technology. 
Available only from Ingate® Systems, the SIParator works seamlessly with your existing fi rewall to 
allow the fl ow of  SIP traffi c to reach the user in the enterprise, no matter where he or she is located, as 
long as there is an Internet connection.
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The Ingate SIParator connects to the existing firewall through the DMZ interface. All traffic will pass through the existing 
firewall. This configuration requires that a static range of  UDP and TCP ports are opened between the Internet and the 
SIParator and between the SIParator and the LAN. SIP clients on the LAN need to have the SIParator defined as their 
outgoing proxy or be referred to it via DNS. The firewall continues to control security, but SIP traffic is routed to the 
LAN only through the SIParator.

The Ingate SIParator connects to the DMZ of  the existing firewall and to the LAN. This means that SIP traffic and media 
streams only have to pass through the existing firewall once (or not at all for all calls inside the office). A static range of  
UDP and TCP ports needs to be opened in the firewall between the Internet and the SIParator. SIP clients on the LAN 
need to have the SIParator defined as their outgoing proxy or be referred to it via DNS. 

The Ingate SIParator connects to both the LAN and the Internet, operating entirely in parallel with the existing firewall. 
The SIParator will only handle SIP signaling and media streams; everything else will pass through existing firewall. This 
setup has no requirements for the existing firewall and requires no configuration changes. SIP clients on the LAN need to 
have the SIParator defined as their outgoing proxy or be referred to it via DNS.

In configuration 2 and 3 the SIParator requires a public IP address.
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